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“This solicitation is seeking advancement to build trust… and metrics and to quantify uncertainty 
versus performance… Proposed solutions should.. focus.. on ways to build trust and confidence
in mission planning. New methods to improve robustness and confidence…  will still be able to 
expand trust/explainability of automated mission planning.”

Joint Hypersonics Transition office Announcement TEES/JTHO-RPP-2022-002: Technology Area 4: BUILDING TRUST IN 
AUTONOMOUS MISSION PLANNING.



Classical Robust Control 

• Classical robust control (LQG, 𝐻∞) has been extremely 
successful at designing uncertainty-aware control laws 

– when the uncertainties are modeled deterministically.

• The robust performance theorem guarantees “hard” error 
bounds 

– when the uncertainties are subject to “hard” bounds.
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Critique

• The “Achilles heel” of classical robust control is 
the modeling of the uncertainty.

• If the modeling of the uncertainty cannot be 
trusted, the robust control edifice is 
crumbling.

• Need for trustworthiness assessment 

• Quantum control gave us a “heads up.”

I. Khalid, C. A. Weidner, E. Jonckheere, S. G. Schirmer, and F. Langbein, ``Statistically characterizing 
robustness and fidelity of quantum controls and quantum control algorithms,“ Physical Review A, vol. 
107, page 032606 (22 pages), March 2023.

II. S. P. O'Neil, I. Khalid, A. A. Rompokos, C. A. Weidner, F. C. Langbein, S. Shermer, and E. A. Jonckheere, 
"Analyzing and unifying robustness measures for excitation transfer control in spin networks," IEEE 
Control Systems Society Letters, vol. 7, pp. 1783-1788, 2023

https://journals.aps.org/pra/pdf/10.1103/PhysRevA.107.032606
https://journals.aps.org/pra/pdf/10.1103/PhysRevA.107.032606
https://ee.usc.edu/~jonckhee/pdf/IEEE-CSS-letters_2023.pdf


Linear Dynamically Varying Uncertainty-Unaware Approach
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S. Bohacek and E. A. Jonckheere, ``Nonlinear tracking over compact sets with Linear Dynamically Varying 𝐻∞ control,'' 
SIAM J. Control and Optimization, vol. 40, No. 4, pp. 1042-1071, 2001. 

E. A. Jonckheere, P. Lohsoonthorn, S. Dalzell, ``Eigen-structure versus 𝐻∞ constrained  design for hypersonic winged cone,'‘ 
Journal of Guidance, Dynamics and Control, AIAA, Vol. 24, No., 4, pp. 648-658,  July-August 2001.
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Linear Dynamically Varying Uncertainty-Aware Approach
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( ),P K F Robust performance theorem:

E. A. Jonckheere, P. Lohsoonthorn, and S. K. Bohacek, ``From Sioux City to the X-33,'' (invited 
paper), Annual Reviews in Control, vol. 23, Elsevier, Pergamon, pp. 91-108, 1999. 

https://www.academia.edu/79381991/From_Sioux_City_to_the_X_33


Linear Dynamically Varying Trust-Aware Approach
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Subjective Logic
uncertain probability = subjective opinion

• We need an analyst or auditor to assess trustworthiness of the 
design.

Auditor or Analyst, or trustor, A Designer, or trustee, x
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Mingxi Cheng, Shahin Nazarian, and Paul Bogdan, “There is hope after all: Quantifying opinion and 
trustworthiness in neural networks,” Frontiers in Artificial Intelligence, 3:54, 2020. 
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https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2020.00054/full
https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2020.00054/full


Formal Trust Framework
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Algebra of Opinions

• Multiplication of opinions by the same auditor 
on different sub-designs 𝑥, 𝑦:
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Algebra of Opinions

• Fusion of opinions of two auditors on the same design 𝑥,
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E. Y. Shapiro and J. C. Chung, “Flight control system synthesis using eigenstructure assignment. J Optim. 
Theory Appl., Vol. 43, pp. 415–429, 1984. 
E. A. Jonckheere, P. Lohsoonthorn, S. Dalzell, ``Eigen-structure versus 𝐻∞ constrained  design for hypersonic 
winged cone,'‘ Journal of Guidance, Dynamics and Control, AIAA, Vol. 24, No., 4, pp. 648-658,  July-August 
2001.
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Off-line trustworthy trajectory planning

Uncertainty-aware planning

• Minimize the error, which includes the 
targeting error

Trust-aware planning

• Minimize the risk of missing the target
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Conclusions

• Hypersonic mission planning must take into consideration 
poorly known uncertainties.

• Classical robust control has failed to address trustworthiness of 
the modeling of the uncertainties.

• We proposed both off-line and on-line trustworthiness 
assessments of hypersonic glide vehicles trajectory planning 
based on subjective logic.

• Early results on a NASA demonstration vehicle showed the 
viability of the approach. 



Thank you!

Questions?
jonckheere@usc.edu
pbogdan@usc.edu

mailto:jonckheere@usc.edu
mailto:pbogdan@usc.edu
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Upon examination of a design x (e.g., a hypersonic mission planning), the Trustor could bring the 

following evidence:

• Positive evidence that the mission achieves some objectives, as quantified by a score 

𝑟(𝐴, 𝑥),
• Negative evidence that the mission falls short of some objectives, quantified by a 

score 𝑑(𝐴, 𝑥),
• Lack of prior evidence, quantify by a weight 𝑊. 
The scores 𝑟(𝐴, 𝑥) and 𝑑(𝐴, 𝑥) could be the number of times a digital twin achieves, resp. fails to 

achieve, the mission objectives. The weight 𝑊 could be the number of times the repeated 

experiments provide neither positive nor negative evidence that the mission objectives are 

achieved. 

Given such quantification of evidence, the next step is normalization of the scores:

• Belief, quantified by 𝑏 𝐴, 𝑥 =
𝑟(𝐴,𝑋)

𝑟 𝐴,𝑥 +𝑑 𝐴,𝑥 +𝑊
∈ 0,1

• Disbelief, quantified by 𝑑 𝐴, 𝑥 =
𝑑(𝐴,𝑋)

𝑟 𝐴,𝑥 +𝑑 𝐴,𝑥 +𝑊
∈ 0,1

• Uncertainty, quantified by 𝑢 𝐴, 𝑥 =
𝑊

𝑟 𝐴,𝑥 +𝑑 𝐴,𝑥 +𝑊
∈ 0,1

So far, the discourse is probabilistic in so far as belief, disbelief, and uncertainty can be 

interpreted as frequency of reoccurrence of positive, negative, or no evidence. 







Recap: DeepTrust - DNN Trust 

Quantification

❑ Quantify the trustworthiness of a DNN requires: 

❑ Subjective trust network formulation

❑ Trustworthiness of dataset

❑ Architecture of the neural network

Cheng Mingxi, Shahin Nazarian, and Paul Bogdan, “There Is Hope After All: Quantifying Opinion and Trustworthiness of Neural Networks”, Frontiers in Artificial Intelligence, 2020 31

More details 



𝐻∞: 𝑚𝑖𝑛𝑢𝑚𝑎𝑥𝑤
𝑡׬
𝑡𝑓 𝑥′ 𝜏 𝑄𝑥 𝜏 + 𝑢′ 𝜏 𝑅𝑢 𝜏 𝑑𝜏

𝑡׬
𝑡𝑓 𝑤 𝜏 2𝑑𝜏

Linear Dynamically Varying (LDV)  Approach

𝐿1: 𝑚𝑖𝑛𝑢𝑚𝑎𝑥𝜏,𝑤
𝑥′ 𝜏 𝑄𝑥 𝜏 + 𝑢′ 𝜏 𝑅𝑢 𝜏

𝑤 𝜏 2

𝐹 𝑄𝜃 , 𝐿𝜃

𝑑𝑥 𝑡

𝑑𝑡
= 𝐴𝜃(𝑡)𝑥 𝑡 + 𝐵𝜃 𝑡 𝐿𝜃 𝑡 𝑦𝜃 𝑡 + 𝐹𝜃 𝑡 𝑤 𝑡 + 𝐺𝜃 𝑡 𝜂 𝑡

෨𝜃 = 𝑥 + 𝜃
𝑦𝜃 𝑡 = 𝐶𝜃 𝑡 𝑥 𝑡

𝑧 𝑡 = ቊ
𝑥 𝑡

𝑐𝑜𝑢𝑝𝑙𝑖𝑛𝑔𝑠

𝜐 𝑡 = 𝐷𝜃 𝑡 𝑥 𝑡

𝑃𝜃:
𝑑𝑥 𝑡

𝑑𝑡
= 𝐴𝜃 𝑡 𝑥 𝑡 + 𝐵𝜃 𝑡 𝑢 𝑡 + 𝐹𝜃 𝑡 𝑤 𝑡

𝑃𝜃

Δ

𝐾

𝜂 𝑣

𝑢 𝑦

𝑤 𝑧









𝛿11 0
0 Δ22
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